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LIMITATION OF USE AND DISCLOSURE

This document contains the sensitive and confidential information on the current security issues
and risks of SAMPLE CORPORATION. PROVINTELL recommends that special precaution shall be
taken to protect the confidentiality of the information contained in this document. PROVINTELL
has securely retained a copy of this document for future reference. The softcopy of this
document is protected by password and securely delivered by PROVINTELL representative to
the appointed representatives of SAMPLE CORPORATION via email, secured file sharing and/or
DVD. PROVINTELL does not recommend to print and deliver this document in hardcopy to
minimize the risks of document mishandling, loss and theft.

While PROVINTELL is confident that the major security issues and risks have been identified and
presented in this document for SAMPLE CORPORATION. There is no assurance that all the
security issues and exposure risks can be identified in this report due to the limitafions and
constraints implied. The findings and recommendations provided in this document are based
on the technologies and known security issues as of the date of this document. As the
technologies and risks may change over time, deviation may occur in the findings and
recommendations provided in this document.
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Exposure Category Definitions

System Compromise

The observations in this exposure category are related to unauthorized entities gaining access
to your organization’s IT systems. Specifically, these observations indicate that one of your
assets is compromised and communicating with sinkholes, command-and-control (C&C)
servers, or engaging in malicious activities such as attacking other systems within your network
or acting as a source of spam and phishing. This can occur through various attack vectors,
including malware, phishing, or exploiting unpatched services. Once a system is compromised,
threat actors can exfiltrate sensitive information, deploy ransomware, or use the compromised
system as a launchpad for further attacks. In the event of a compromise, an emergency
incident response and a thorough security breach/compromise assessment are necessary to
contain and mifigate the active threats.

Security Misconfiguration and Public Exposure

The affected IT assets or services are not configured with the minimum security requirements
based on the latest industry standards or best practices to minimize the exposure to the latest
cyber threats. This exposure category would also indicate that your IT assets or services are in
default configuration state thus becoming the easy targets to the threat actors.

DDoS Target
This exposure category refer to an intended target of a DDoS attack and misconfigured
network services, which are vulnerable to DDoS reflection often over UDP.

Phishing Threat

This exposure category indicates that your IT service users or customers may be suscepftible to
phishing attacks that use domain spoofing or phishing fechniques to trick them into revealing
their login credentials.

Shadow IT

The findings in this exposure category are related to unmanaged IT assets, such as old or
unused IT assets, non-production IT assets, or services that are not supposed to be publicly
accessible. Shadow assets are particularly susceptible to becoming prime targets for threat
actors aiming to circumvent or compromise your existing security conftrols.

Vulnerable Attack Surface
This exposure category indicates that there are vulnerabilities identified due to the outdated
components used on your IT assets or services.

Third Party Risk

There are vulnerabilities and security risks identified on the third party infrastructure that are
associated with your organization’s IT assets or services. Third party risks may have direct or
indirect impact to the confidentiality, integrity and availability of your IT services and overall
business reputation.

Internet Reputation Risk

This data of this exposure category is associated with the IP, domain or website reputations of
your organization that are categorized as malicious or blacklisted by various cyber inteligence
communities. Data is also obtained to identify the leech or pirate welbsites that are resembling
your organization which would have direct e and reputation impact to your business.
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Sensitive Data Leak
This category indicates the data breach of the IT assets or services that involves the Personal
Identifiable Information (PIl) of your IT users or consumers.

User Credentials Leak

The exposure of your user accounts information such as the email addresses of your users in
the recent data breach of public sites. The exposed user credentials are highly susceptible to
credentials stuffing, account takeover (ATO) and phishing attacks.

Miscellaneous
Miscellaneous is to cater for the branding and other specific cyber risk monitoring requirements
customized for certain customers.

Branding and Reputation Risk

The observations of this exposure category indicate that unauthorized use of your brand,
trademark infringement and impersonation on various platforms, including social media and
mobile app stores, that lead to confusion, deception, or mistakes about the source of your
goods and services.
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Exposure Category

ORGANIZATION BACKGROUND

Company Name: Sample Corporation

Business Sector: Financial Services

Domain: abc.com

REQUESTOR DETAILS

Requestor Full Name: Pang Yat Ming
Email: yatming.pang@provintell.com
Designation: -

Contact No: -

1.0 Exposure Risk Overview

Security Misconfiguration and Public Exposure

Exposure Category

Top 20 Attributes of Observations

Area Of Concern

Area of Concern

2 .
4
6

Medium

8

Low High

Current Exposure Risk

Top 20 Attributes of Observations

Exposed Service

Compromised Account
Compromised Server

Phishing

Vulnerable Service

Fake Mobile App

Facebook Impersonation and Brand

System Compromise
User Credentials Leak

Branding and Reputation Risk

DDOS Target DDoS Reflector

Shadow IT Pbos Risk

Defacement

Internet Reputation Risk Dropzone
Exploit URL

Vulnerable Attack Surface Exploitation
C&C

Phishing Threat
Brute-Force

Malware Configuration
Malware Infection
Malware URL Mail Server
Ransomware

Backdoor

Sensitive Data Leak
Third Party Risk

Miscellaneous

1
2

1

Count

Attack Surface Analysis

. Storage (5.26%)
Compromise Assessment

Mobile Application (5.26%)

Configuration Management “
Email (15.79%)

Incident Response
Vulnerability Management

Infrastructure (21.05%)
Security Risk Assessment

Count

Opened/Closed Code Red Ticket

Ticket ID
8617191
8617319
8617197
8617114
8616982
8616402
8616396
8619489
8616435
8616430
8616399
8619490
8616474
8616431
8616430
8616403
8616401
8616400
8616397

Title

User Credentials Leak - Leaked Employee Accounts [ABC.COM] (CRITICAL)

System Compromise - Host Attempted to Exploit Vulnerable Services on External Systems [ABC.COM] (HIGH)

System Compromise - Host Under Threat Actor Control for Bidding [ABC.COM] (HIGH)

User Credentials Leak - Leaked Corporate Accounts [ABC.COM] (HIGH)

Vulnerable Attack Surface - High Risk Vulnerability in Public Domain [ABC.COM] (HIGH)

Sensitive Data Leak - Sensitive Information Disclosure of Personal Identifiable Information [ABC.COM] (HIGH)

System Compromise - Website Redirecting Users to Malicious Site [ABC.COM] (HIGH)

Branding and Reputation Risk - Fake Mobile App Impersonating Official App On Third Party Platforms [ABC.COM] (LOW)
User Credentials Leak - Leaked Consumer Accounts [ABC.COM] (LOW)

Security Misconfiguration and Public Exposure - Misconfiguration of DMARC Record [ABC.COM] (LOW)

Security Misconfiguration and Public Exposure - Web Directory Listing Exposed to Public [ABC.COM] (LOW)

Branding and Reputation Risk - Fake Executive Profile on Facebook [ABC.COM] (MEDIUM)

Shadow IT - Admin Login Panels Exposed to Public [ABC.COM] (MEDIUM)

DDoS Target - Exposed SNMP Service Vulnerable to UDP Reflection Attack [ABC.COM] (MEDIUM)

DDoS Target - Host Participating in DDoS Reflected Attacks [ABC.COM] (MEDIUM)

Internet Reputation Risk - Website Targeted for Site Leeching and Advertising Unauthorized Content [ABC.COM] (MEDIUM)
Phishing Threat - Domain Spoofing and Domain Impersonation [ABC.COM] (MEDIUM)

Shadow IT - Staging Website Exposed to Public [ABC.COM] (MEDIUM)

Security Misconfiguration and Public Exposure - Direct IP Access Allowed [ABC.COM] (MEDIUM)

CRITICAL

Current Exposure Risk

Critical

1

Count

Exposure Risk

Critical
High
High
High
High
High
High
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium

Web Application (52.63%)

Status
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
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2.0 Technical Findings and Recommendations

Provinftell

8617191 Critical User Credentials The exposure of your employee Email 1. abc.com For paid subscribers only If you wish | Open
Leak - Leaked accounts and/or sensitive system to subscribe, you may contact
Employee Accounts | information in the dark web that is due codered@provintell.com for quotation
[ABC.COM] to malware or password stealer that has
(CRITICAL) infected your employees’ computer

devices. Emergency incident response
and compromise assessment activities
are required to contain and mitigate the
active threat.

Affected Employee Record: 1

8617319 High System A compromised host within your Infrastructure 1. forum.abc.com For paid subscribers only If you wish | Open
Compromise - Host | network is actively trying to exploit to subscribe, you may contact
Attempted to vulnerabilities in services hosted by codered@provintell.com for quotation
Exploit Vulnerable external organizations over the internet,

Services on such as web servers, mail servers, or

External Systems other services exposed online.

[ABC.COM] (HIGH) | Compromised systems can also be used
to recruit additional hosts into botnets,
which can be leveraged for various
malicious purposes, including further
exploitation, spam campaigns, or
launching coordinated attacks against
other targets. This unauthorized activity
poses a grave threat to your
organization's infrastructure and data
integrity.

8617197 High System Based on our observation, We have Infrastructure 1. forum.abc.com For paid subscribers only If you wish | Open
Compromise - Host | detected a host within the network is to subscribe, you may contact
Under Threat Actor | compromised and under the control of a codered@provintell.com for quotation
Control for Bidding | threat actor. This compromise is linked
[ABC.COM] (HIGH) | to illicit bidding activities, commonly

conducted through secure
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Communication channels like Telegram
groups or specialized forums dedicated
to criminal activities. This poses a grave
risk to the integrity, confidentiality, and
overall security stance of the
organization.

Provinftell

8616982

High

Vulnerable Attack
Surface - High Risk
Vulnerability in
Public Domain
[ABC.COM] (HIGH)

Based on our observation, we have
identified outdated components within
your web services, compromising the
security and integrity of your systems
and data. This vulnerability exposes your
web service to exploitation by malicious
actors, leading to unauthorized access,
data breaches, or disruption of service.

1. digitalid.abc.com
- PHP 7.4.32
- OpenSSL 1.1.1k

Web
Application

1. digitalid.abc.com

For paid subscribers only If you wish
to subscribe, you may contact
codered@provintell.com for quotation

Open

8617114

High

User Credentials
Leak - Leaked
Corporate
Accounts
[ABC.COM] (HIGH)

Based on our observation, a number of
usernames and passwords associated
with your company email domain have
been leaked in data breaches and
available on the internet. The exposure
of your employee accounts in the dark
web that is due to malware and
password stealer that has infected your
employees computer devices. The
leaked records contain either reversed
plaintext passwords or hashed
passwords, which have been exposed in
previous data breaches. As a result, your
employee may be susceptible to
credentials stuffing, account takeover
attack (ATO), and phishing attacks,
which can lead to unauthorized access

Email

1. abc.com

For paid subscribers only If you wish
to subscribe, you may contact
codered@provintell.com for quotation

Open
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to sensitive data or other malicious
activity. Emergency incident response
and compromise assessment activities
are required to contain and mitigate the
active threat

Affected Corporate Record: 55

Provinftell

8616396 High

System
Compromise -
Website
Redirecting Users
to Malicious Site
[ABC.COM] (HIGH)

Based on our observation, we have
identified a security issue in which the
affected subdomain is redirecting users
to a malicious site, which is believed to
be compromised. This issue exposes
your users to a range of security risks,
including the theft of sensitive data,
installation of malware, and other
malicious activities. Emergency incident
response and compromise assessment
activities are required to contain and
mitigate the active threat.

Web
Application

1. smpls.abc.com

For paid subscribers only If you wish
to subscribe, you may contact
codered@provintell.com for quotation

Open

8616402 | High

Sensitive Data Leak
- Sensitive
Information
Disclosure of
Personal
Identifiable
Information
[ABC.COM] (HIGH)

Based on our observation, we have
discovered that one of the endpoint
revealed a misconfiguration that lead to
the unauthorized disclosure of Personal
Identifiable Information (Pll). This
includes sensitive data such as names,
addresses, passport number, contact
details, and other personally identifiable
details. The identified weakness poses a
significant risk to the confidentiality and
privacy of individuals associated with
your organization. Such a breach can
lead to reputational damage, eroding
trust among stakeholders, and
introducing increased security risks as

Storage

1

https://raidforums.com/T
hread-SELLING-Malaysia-
ABC-Delivery-Service-with-

ABC-22-

Millions%22,%22site%22:
%22RaidForums%22,%22d
ata%22:%22abc.com.my%

22%4D

For paid subscribers only If you wish
to subscribe, you may contact
codered@provintell.com for quotation

Open
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malicious actors exploit disclosed
information.

8616397 Medium | Security The website can be accessed via public Web 1.11.11.123.124:80/tcp For paid subscribers only If you wish | Open
Misconfiguration IP instead of domain name. It is possible | Application to subscribe, you may contact
and Public for anyone to buy a domain name codered@provintell.com for quotation
Exposure - Direct IP | containing negative terms and binds
Access Allowed your public IP to that domain. An
[ABC.COM] attacker can carry out mass phishing
(MEDIUM) attack to spoil to reputation of your

company by binding site to any bad
domain name thus resulting in loss of
reputation of company.

8616401 Medium Phishing Threat - Based on our observation, we have Web 1. abcc.com For paid subscribers only If you wish | Open
Domain Spoofing | identified a phishing threat involving Application to subscribe, you may contact
and Domain typosquatting, where the threat actor codered@provintell.com for quotation
Impersonation register misspelled variations of your
[ABC.COM] don.1a'|n nar-'ne to divert trafle to
(MEDIUM) maI.|C|01.Js sites. The .strategy |nyolves

registering all conceivable versions of
your domain, including singular and
plural forms, various domain extensions,
and both hyphenated and non-
hyphenated compound words.
Typosquatted domains, also termed URL
hijacking, present risks in spear phishing
campaigns against company personnel
or customers, as well as drive-by
download incidents, and the inadvertent
reception of misaddressed emails
intended for the domain.
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8616403 Medium | Internet Based on our observation, your website | Web 1. For paid subscribers only If you wish | Open
Reputation Risk - is being exploited by malicious actors Application https://abc.com/question to subscribe, you may contact
Website Targeted | who are using it to promote ?/Lists/G00d%G00d%20Fo | codered@provintell.com for quotation
for Site Leeching unauthorized content, such as casino 0d%20Processing%20Surv
and Advertising and pirate websites. This is happening eyQuestionaire/DispForm.

Unauthorized because your website is running an aspx?ID=123456

Content improperly configured SharePoint

[ABC.COM] application that allows anyone with

(MEDIUM) internet access to submit survey forms.
These survey forms are then indexed by
search engines, making them appear as
legitimate content on your website,
which can negatively impact your SEO
rankings, damage your website's
reputation, and potentially expose you
to legal liability.

8616474 Medium | Shadow IT—Admin | The findings of this exposure category Web 1. staging-test.abc.com/ For paid subscribers only If you wish | Open
Login Panels are related to the unmanaged IT assets Application P3Lite/P3Logln.aspx to subscribe, you may contact
Exposed to Public | (old or unused IT assets), non- codered@provintell.com for quotation
[ABC.COM] production IT assets or services that are
(MEDIUM) NOT supposed to be publicly accessible.

The shadow assets would easily become
the primary targets of the threat actor to
circumvent or compromise your existing
security controls. Staging websites may
contain unfinished designs and
incomplete content. Public access to
these staging websites could damage a
business if it leads to premature
exposure of a new campaign or business
decision, and could get company in to
legal trouble.

8616400 Medium | Shadow IT - Staging | The findings of this exposure category Web 1. staging-test.abc.com For paid subscribers only If you wish | Open
Website Exposed are related to the unmanaged IT assets Application to subscribe, you may contact
to Public (old or unused IT assets), non- codered@provintell.com for quotation
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[ABC.COM] production IT assets or services that are
(MEDIUM) NOT supposed to be publicly accessible.
The shadow assets would easily become
the primary targets of the threat actor to
circumvent or compromise your existing
security controls. Staging websites may
contain unfinished designs and
incomplete content. Public access to
these staging websites could damage a
business if it leads to premature
exposure of a new campaign or business
decision, and could get company in to

legal trouble.
8616430 Medium | DDoS Target - Host | Based on our observations, a host Infrastructure 1. stg-test.abc.com For paid subscribers only If you wish | Open
Participating in within your network has been to subscribe, you may contact
DDoS Reflected identified as participating in a DDoS codered@provintell.com for quotation

Attacks [ABC.COM]
(MEDIUM)

reflected attack. The affected host is
serving as a reflector or amplifier for
malicious traffic directed towards a
target server or network. The host
responds to requests from the
attacker with larger responses,
amplifying the volume of traffic
directed towards the victim's server
and contributing to the success of
the DDoS attack. The involvement of
the network's host in a DDoS
reflected attack can tarnish the
organization's reputation, as it
reflects poorly on the organization's
security posture and reliability of its
services.
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8616431 Medium | DDoS Target - SNMP utilizes connectionless UDP Infrastructure 1.23.123.213.12:161/udp | For paid subscribers only If you wish | Open
Exposed SNMP transport for queries and responses, 2.23.123.213.14:161/udp to subscribe, you may contact
Service Vulnerable | with no transport session or handshake 3.23.123.213.13:161/udp | codered@provintell.com for quotation
to UDP Reflection required prior to data exchange.
Attack [ABC.COM] Exposing it to the Internet will make you
(MEDIUM) a likely participant in reflected DDoS
attacks. In addition, the SNMP v3
interface will most likely expose
sensitive information about your
networks to anyone on the Internet.
8619490 Medium | Branding and We have identified a potential branding | Web 1. For paid subscribers only If you wish | Open
Reputation Risk - and reputation risk involving the Application https://apksos.com/app/a to subscribe, you may contact
Fake Executive creation of a fake executive profile on bc.apk codered@provintell.com for quotation
Profile on Facebook | Facebook. The threat actor has created a
[ABC.COM] counterfeit Facebook profile,
(MEDIUM) impersonating one of your senior
executives. The fake profile closely
mimics the real one, using the
executive's name, photo, and
professional details to deceive followers.
The existence of this fake profile
presents significant risks, including the
potential for misleading
communications, fraudulent activities,
and the spread of false information
under the guise of the executive's
authority. The misuse of the executive's
identity can damage the trust
stakeholders have in your leadership and
brand integrity.
8619489 Low Branding and Based on our observation, we have Mobile 1. For paid subscribers only If you wish | Open
Reputation Risk - identified a security threat involving the | Application https://apksos.com/app/a to subscribe, you may contact
Fake Mobile App creation and distribution of a fake bc.apk codered@provintell.com for quotation
Impersonating mobile app impersonating your brand.
Official App On The threat actor has developed and
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Third Party
Platforms
[ABC.COM] (LOW)

distributed a counterfeit mobile
application that mimics the appearance
and functionality of the legitimate app,
misleading users into believing it is an
official product. The strategy involves
copying the user interface, using similar
logos and branding elements, and
distributing the app through various
unofficial app stores or direct download
links. The fake app presents significant
risks, including the potential for
unauthorized access to user data,
financial fraud, and reputational
damage. Users may unknowingly
provide sensitive information to the
threat actor, leading to identity theft or
financial losses. Additionally, the
presence of a unofficial Apps Store can
erode customer trust in your brand and
undermine the perceived security of
your legitimate mobile application.

8616430 Low Security DMARC is designed to give receivers of Email 1. abc.com For paid subscribers only If you wish | Open
Misconfiguration email better judgment control based on to subscribe, you may contact
and Public sending domain reputations. It provides codered@provintell.com for quotation
Exposure - a platform where the sending side can
Misconfiguration of | publish policies to improve effectiveness
DMARC Record against spam and phishing, in effect
[ABC.COM] (LOW) building domain reputations.
8616399 Low Security The system exhibits an exposed Web 1. spla.abc.com For paid subscribers only If you wish | Open
Misconfiguration directory listing vulnerability, allowing Application to subscribe, you may contact
and Public the contents of directories to be codered@provintell.com for quotation
Exposure - Web displayed to anyone accessing the web
Directory Listing server. Instead of a default welcome
Exposed to Public page, directories reveal their contents,
[ABC.COM] (LOW) potentially divulging sensitive
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information, such as file names,
configurations, or system structures.
This exposure provides a roadmap for
attackers, aiding in reconnaissance and
potential exploitation. Resolving this
vulnerability is imperative to prevent
unauthorized access to system details
and enhance overall security.

Provintell

8616435

Low

User Credentials
Leak - Leaked
Consumer
Accounts
[ABC.COM] (LOW)

Based on our observation, we noted that
your consumer accounts were
compromised when logging in from a
compromised client device. When using
consumer accounts on a compromised
client device, attackers can steal login
credentials and gain unauthorized access
to sensitive data. Compromised client
devices are those that have been
infected with malware or are otherwise
under the control of an attacker.
Attackers can use these devices to
intercept login credentials, hijack user
sessions, or perform other malicious
activities.

Affected Consumer Record: 642

Email

1. abc.com

For paid subscribers only If you wish | Open
to subscribe, you may contact
codered@provintell.com for quotation
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3.0 Asset Discovery Summary

4.0 Asset Summary

Your configuration contains

domains

+1 since previous month

Based on your domains, we have
enumerated

domain names

-88 since previous month

Using the enumerated domain
names, we have resolved

IP addresses

-4 since previous month

Domains

Enumerated Domain Names

2024-05

2024-06 2024-07

Resolved IP Addresses

IP Ranges

Unigue Network Owners

Domains for Leaked Data Monitoring

The table above shows a summary of your network asset information in numbers over the past three months.

Provintell
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5.0 Network Owners Associated to Your Domains 2024

On the left, the diagram above shows the registered domains you have supplied us for monitoring. On the right, the resolved IPs have been
summed up and associated to their respective registration information, which we call network owners.
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6.0 Network Owners Associated to Your Additional IP Ranges

The configured IP ranges are

fi i in 5
Your configuration contains registered to

IP ranges network owners

No change since previous month . ]
& P No change since previous month
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7.0 Discovered Assets

domain name ip network owner
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